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Lattice-Based Group Signature for Dynamic Groups

Motivation

Definition

A dynamic group signature allows a member of a group to
anonymously sign a message on behalf of the group, and
allow new users to join at any time.

Applications: smart cars, control in public transportation,
anonymous access control (e.g., in public transportation). ..
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Motivation

Definition

A dynamic group signature allows a member of a group to
anonymously sign a message on behalf of the group, and
allow new users to join at any time.

Applications: smart cars, control in public transportation,
anonymous access control (e.g., in public transportation). ..

Main Differences

Static Group Dynamic Group
GM distributes keys U; makes his secret certified
GM must be trusted | Even colluding GM/OA cannot sign on
Cannot add new users | behalf of a honest group member
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Lattice-Based Group Signature for Dynamic Groups

Motivation

Advantages of dynamically growing groups:

m Add users without re-running the Setup phase;
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Lattice-Based Group Signature for Dynamic Groups

Motivation

Advantages of dynamically growing groups:

m Add users without re-running the Setup phase;

m Even if everyone, including authorities, is dishonest, no
one can sign in your name.
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Lattice-Based Group Signature for Dynamic Groups

History

1991 Introduced by Chaum and Van Heyst

2003 Formal definition by Bellare-Micciancio-Warinschi for static groups.
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History

1991
2000
2003
2004
2004
2010

2013
2015

Introduced by Chaum and Van Heyst

First scalable solution by Ateniese-Camenisch-Joye-Tsudik

Formal definition by Bellare-Micciancio-Warinschi for static groups.
Model for dynamic groups by Kiayias-Yung

Model for dynamic groups by Bellare-Shi-Zhang

First scheme based on lattices by Gordon-Katz-Vaikuntanathan
with linear size in the max. size of the group

Down to log-size by Laguillaumie-Langlois-Libert-Stehlé

More efficient schemes from Ling-Nguyen-Wang and
Nguyen-Zhang-Zhang
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History

1991 Introduced by Chaum and Van Heyst

2000 First scalable solution by Ateniese-Camenisch-Joye-Tsudik

2003 Formal definition by Bellare-Micciancio-Warinschi for static groups.
2004 Model for dynamic groups by Kiayias-Yung

2004 Model for dynamic groups by Bellare-Shi-Zhang

2010 First scheme based on lattices by Gordon-Katz-Vaikuntanathan
with linear size in the max. size of the group

2013 Down to log-size by Laguillaumie-Langlois-Libert-Stehlé

2015 More efficient schemes from Ling-Nguyen-Wang and
Nguyen-Zhang-Zhang

No dynamic group signature scheme based on lattices
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Lattice-Based Group Signature for Dynamic Groups

Lattice-Based Cryptography

A lattice is a discrete subgroup of R". Can be seen as integer
linear combinations of a finite set of vectors.
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Lattice-Based Group Signature for Dynamic Groups

Lattice-Based Cryptography

A lattice is a discrete subgroup of R". Can be seen as integer
linear combinations of a finite set of vectors.

Find a non-zero short vector in a lattice is hard.
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Lattice-Based Group Signature for Dynamic Groups

Lattice-Based Cryptography

m Simple and asymptotically efficient;
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Lattice-Based Cryptography

m Simple and asymptotically efficient;
m Secure under well-studied assumptions;
m Conjectured resistant to a quantum adversary;

m Powerful functionalities.
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Outline

Definition
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Dynamic Group Signature

Dynamic Group Signature

It is a tuple of algorithms (Setup, Join, Sign, Verify, Open)
acting according to their names.
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Lattice-Based Group Signature for Dynamic Groups

Dynamic Group Signature

Dynamic Group Signature

It is a tuple of algorithms (Setup, Join, Sign, Verify, Open)
acting according to their names.

m Setup: done in a trusted fashion
Input: security parameter A, bound on group size N
Output: public parameters Y, group manager's secret key
S8cm, the opening authority's secret key Soa;
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Lattice-Based Group Signature for Dynamic Groups

Dynamic Group Signature

Dynamic Group Signature

It is a tuple of algorithms (Setup, Join, Sign, Verify, Open)
acting according to their names.

m Join: interactive protocols between U; = GM. Provide
(cert;, sec;) to U;. Where cert; attests the secret sec;.
Update the user list along with the certificates;
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Dynamic Group Signature

Dynamic Group Signature

It is a tuple of algorithms (Setup, Join, Sign, Verify, Open)
acting according to their names.

m Sign and Verify proceed as in standard digital signatures.

m Open:
Input: OA's secret Soa, M and L
Output: /.
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Lattice-Based Group Signature for Dynamic Groups

Security Notions

Three security notions

m Anonymity Only OA can open a signature;
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Security Notions

Three security notions

m Anonymity Only OA can open a signature;

m Traceability Security of honest GM against malicious
users who want to escape from traceability;
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Security Notions

Three security notions

m Anonymity Only OA can open a signature;

m Traceability Security of honest GM against malicious
users who want to escape from traceability;

m Non-frameability Security of honest members against
malicious GM/OA authorities.
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Lattice-Based Group Signature for Dynamic Groups

Hardness Assumptions: SIS and LWE

Parameters: n dimension, m > n, g modulus.
For (A < Zg*":

Small Integer Solution Learning With Errors
‘ ]
A | =0 mi AL A U+
S < ZLg,
e a small error.
Goal: Given A <—’ZZ”X”, Goal: Given (A, A's + e),
find x € Z™\{0} small. find s €Z7.
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Lattice-Based Group Signature for Dynamic Groups

Lattice-based cryptography?

Lattice hard problems
find a short vector in a lattice.
Worst-case

l

Hardness assumptions
LWE, SIS.
Average-case

l

Security properties
anonymity, traceability, non-frameability.
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Outline

Presentation of the Scheme
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic

m Designed from a recent static group signature proposed
by Ling, Nguyen and Wang [LNW15].
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic

m Designed from a recent static group signature proposed
by Ling, Nguyen and Wang [LNW15].

m Other solutions [GKV10,LLLS13] use membership
certificates made of a complete basis. ..

... which is problematic here
(due to non-homogeneous SIS).
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‘—Presentation of the Scheme

From Static to Dynamic
Difficulties

m Separate the secrets between OA and GM;
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‘—Presentation of the Scheme

From Static to Dynamic
Difficulties

m Separate the secrets between OA and GM;

m Bind the user to a unique public syndrome
vi =2z De Z7 for some matrix D € ZJ*" ;

1

ezm

Fabrice Mouhartem Lattice-Based Group Signature for Dynamic Groups 10/06/2015 16/25



Lattice-Based Group Signature for Dynamic Groups

‘—Presentation of the Scheme

From Static to Dynamic
Difficulties

m Separate the secrets between OA and GM;

m Bind the user to a unique public syndrome

v/ =2z De Z7 for some matrix D € ZJ*" ;

ezm
cert; S€C;
A T
d;” I ] =z'D+u'[q

LAO + Zf:l idejJ

Fabrice Mouhartem Lattice-Based Group Signature for Dynamic Groups 10/06/2015 16/25



Lattice-Based Group Signature for Dynamic Groups

‘—Presentation of the Scheme

From Static to Dynamic
Difficulties

m Previous schemes based on [LLLS13] do not interact
well with the non-homogeneous terms v; needed for
non-frameability purposes;
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‘—Presentation of the Scheme

From Static to Dynamic
Difficulties

m Previous schemes based on [LLLS13] do not interact
well with the non-homogeneous terms v; needed for
non-frameability purposes;

m Be secure against framing attacks without compromising
previous security properties;
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic Our solution — Ingredients

Boyen's signature (Pkc'10)

Given A € Z7*" and {Ai}{_, € Z7*", the signature is a small

[ A 1 _
Ao+ Y, mA;] el

The private key is a short Ta € Z7*™ s.t. Ta-A = Olql.

deZ® st. d7-

In our context: GM's secret is Ta.
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From Static to Dynamic Our solution — Ingredients

Boyen's signature (Pkc'10)

Given A € Z7*" and {AY € Z7*", the signature is a small

I A 1 _
Ao+ Y mA;] Sk

The private key is a short T € ZZ’X’" st. Ta-A =0[ql.

deZ® st. d7-

In our context: GM's secret is Ta.

The Bohl et al. variant (Eurocrypt'13)

cert; sec;
T A ]

T
dT |_A0 I Zle T[I]A,J =S mTD + UT[q]
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic our solution

Setup: Y = (A,{A,-}f’zo ,B,D,u) {=log(N) (e.g. {=230)
Where: A, Ag,...,A,B,D ¢ Zg’x” and u € Zg
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Join algorithm:
U; GM
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From Static to Dynamic our solution

Setup: Y = (A,{A,-}f’zo ,B,D,u) {=log(N) (e.g. {=230)
Where: A, Ag,...,A,B,D ¢ Zg’x” and u € Zg
Join algorithm:
U; GM
z;o ¢ short vector in Z™

T _ T
Vio =2;0D
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From Static to Dynamic our solution

Setup: Y = (A,{A,-}f’zo ,B,D,u) {=log(N) (e.g. {=230)
Where: A, Ag,...,A,B,D ¢ Zg’x” and u € Zg

Join algorithm:
U; GM
z;o ¢ short vector in Z™
V,"
v/, =2z/,D -
id; « identity € {0, 1}*

z;1 < short vector in Z™
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From Static to Dynamic our solution

Setup: Y = (A,{A,-}f’zo ,B,D,u) {=log(N) (e.g. {=230)
Where: A, Ag,...,A,B,D ¢ ZZ’X” and u € Zg

Join algorithm:
U; GM
z;o ¢ short vector in Z™
V,"
v/, =2z/,D -
] id; « identity € {0, 1}*
(idj, zi1)

————— 7; < short vector in Z™
z;=2zj0+ 21
v =2z'D

! 1

Authenticate v;, id; and z;
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From Static to Dynamic our solution

Setup: Y = (A,{A,-}f’zo ,B,D,u) {=log(N) (e.g. {=230)
Where: A, Ag,...,A,B,D ¢ ZZ’X” and u € Zg

Join algorithm:
U; GM
z;o ¢ short vector in Z™
V,"
v/, =2z/,D -
] id; « identity € {0, 1}*
(idj, zi1)

————— 7; < short vector in Z™
z;=2zj0+ 21
v =2z'D

! 1

Vi
Authenticate v;, id; and z; ——> d;, s.t.

A
d7 =v’ T
P Tho + Zi:1 A, vi +u [q]
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From Static to Dynamic our solution

Setup: Y = (A,{A,-}f’zo ,B,D,u) {=log(N) (e.g. {=230)
Where: A, Ag,...,A,B,D ¢ ZZ’X” and u € Zg

Join algorithm:
U; GM
z;o ¢ short vector in Z™
V,"
v/, =2z/,D -
] id; « identity € {0, 1}*
(idj, zi1)

————— 7; < short vector in Z™
z;=2zj0+ 21
v =2z'D

! 1

Vi
Authenticate v;, id; and z; ——> d;, s.t.

A
T — T T
di d] {—(—}AoJrZ;:lidei =v/ +u’[q]
%

(cert;; sec;) = ((id;, d;); z;)
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic our solution

Sign algorithm:
c: := Enc(id;) ¢ := Enc(d;)
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From Static to Dynamic our solution

Sign algorithm:
c: := Enc(id;) ¢ := Enc(d;)
Tk := proof that ¢y, ¢, are correct and
R P
P A+ Y idiA;

} = v,-T + uT[q]

Fabrice Mouhartem Lattice-Based Group Signature for Dynamic Groups 10/06/2015 20/25
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‘—Presentation of the Scheme

From Static to Dynamic our solution

Sign algorithm:
c: := Enc(id;) ¢ := Enc(d;)
Tk := proof that ¢y, ¢, are correct and

R —
P A+ Y idiA;

} = v,-T + uT[q]

Open algorithm:
m OA decrypts ¢y, c, to get id and d;
m Using id and d, OA computes the associated syndrome v;
:Signusk[i] (vj,id;)
m OA checks that (v,id, i, upk[i], sig ) is in the records
and that sig is correct.

If so then return /; otherwise return L.
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Technical difficulties

Hybrid argument

Real game — Game 1 — Game 2 — Hard Game

'- Hardness assumptions -!

m Similar to the proof of Bohl et al.
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Real game — Game 1 — Game 2 — Hard Game

'- Hardness assumptions -!
m Similar to the proof of Bohl et al.

m For one request: attacker's view differs from the real
setting:
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Technical difficulties

Hybrid argument

Real game — Game 1 — Game 2 — Hard Game

'- Hardness assumptions -!

m Similar to the proof of Bohl et al.

m For one request: attacker's view differs from the real
setting:
» Possible solution: smudging (requires g ~ exp(A))
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Technical difficulties

Hybrid argument

Real game — Game 1 — Game 2 — Hard Game

'- Hardness assumptions -!

m Similar to the proof of Bohl et al.

m For one request: attacker's view differs from the real
setting:
» Possible solution: smudging (requires g ~ exp(A))
» Use of the Rényi Divergence:

PriWa] > PriWi]?/Ro(Game || Game,).
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Outline

Conclusion
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‘— Conclusion

Conclusion

Main contribution

First dynamic group signature based on lattice assumptions.

Technical contribution

We combine the Bohl et al. variant of Boyen's signature and the
Ling et al. NIZK proofs.

Extensions

m Easily support proofs of correct opening [BSZ05];

m Join protocol extends to certify hidden data
(signature with efficient protocols [CL02]).
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Question Time

Thank you all for your
attention!
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e
One-Time Signature

Definition
A one-time signature scheme consists of a triple of algorithms
T°ts = (G, 8,V). Behaves like a digital signature scheme.

Strong unforgeability: impossible to forge a valid signature
even for a previously signed message.

Usage

We use one-time signature to provide CCA anonymity using
Canetti-Halevi-Katz methodology.
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e
CCA anonymity

No PPT adversary A can win the following game with non
negligible probability:
m A makes open queries.
m A chooses M* and two different (cert}, sec’);ci0.1}
m A receives 0% = SigNcerts sec; (M*) for some b € {0, 1}
m A makes other open queries

m A returns b’, and wins if b = b’
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e
ZK Proofs

X-protocol [Dam10]

3-move scheme: (Commit, Challenge, Answer) between 2
users.

Fiat-Shamir Heuristic

Make the X-protocol non-interactive by setting the challenge
to be H(Commit, Public)
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e
Smudging

Hol=1 Hol=2 Ho’=3

Fabrice Mouhartem Lattice-Based Group Signature for Dynamic Groups 10/06/2015 29/25



Lattice-Based Group Signature for Dynamic Groups

e
From Static to Dynamic Our solution — Ingredients

CCA-Anonymity: anonymity under opening oracle.
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e —
From Static to Dynamic Our solution — Ingredients

CCA-Anonymity: anonymity under opening oracle.

T

Canetti-Halevi-Katz transformation

From an IBE we can construct a IND-CCA public key
encryption scheme.
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e —
From Static to Dynamic Our solution — Ingredients

CCA-Anonymity: anonymity under opening oracle.
/l\
Canetti-Halevi-Katz transformation

From an IBE we can construct a IND-CCA public key
encryption scheme.

|dentity Based Encryption

An asymmetric encryption scheme (Setup, Keygen, Enc, Dec)
using identity as public key.
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Canetti-Halevi-Katz idea

CCA security

Mo, My

C = Enc(M,), b €{0,1}

Goal: find b, allowed to decrypt messages (all but C).
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S
Canetti-Halevi-Katz idea

CCA security

Mo, My
C = Enc(M,), b €{0,1}
Goal: find b, allowed to decrypt messages (all but C).

Enc(pk, M):

(VK, SK) < Gen°®
C = Enc’®E(VK, M)
o + Sign®*(SK, M)
return (VK, C, o)
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e
Sketch of the security proofs — Traceability

A produces a forgery M*, Z* that verifies Bohl et al. signature
scheme.

m Guess the identity id* that A used to forge L*;

m Program the parameters to solve an hard problem.
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Lattice-Based Group Signature for Dynamic Groups

e
From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Lattice based-scheme use short basis as trapdoor information.
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Lattice based-scheme use short basis as trapdoor information.

A
SampleUp A’ = 15— Tcl € 22" A € 7", Ta €

Z7*™, o — gaussian v € Z7, s.t. v A’ = 0[q]

SampleDown A’ = 5 :+ cl € 7", Ce Ly, Te €

Z7*™, o gaussian v € Z7, s.t. v A’ = 0lq]
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Lattice-Based Group Signature for Dynamic Groups

e —
From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Boyen's signature

Idea.
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Lattice-Based Group Signature for Dynamic Groups

e —
From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Boyen's signature

[ A

dT
Ao+ Y, mA;

=0
J [Q]

Idea. Set A; = Q;A + h;C
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Lattice-Based Group Signature for Dynamic Groups

e —
From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Boyen's signature

[ A

dT
Ao+ Y, mA;

=0
J [CI]

Idea. Set A; = Q;A + h;,C
A [ A 1
Ao+ X mA;] — [(Qo+ X mQi)A+ hyC]

_>
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Boyen's signature

ol A
Ao+ Y, mA;

=0
J [CI]

Idea. Set A; = Q;A + h;C

A1 [ A ]
Ao+ Xy mA] — [(Qo+ X iy mQi)A+ hyC]
= We can use SampleUp in the real setup and SampleDown
in the reduction whenever hy; # 0.

_>
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Lattice-Based Group Signature for Dynamic Groups

e —
From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Y S A ]

Ao+ 3 mA;] ~ [(Qo+ X, mQ)A+hC]
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Lattice-Based Group Signature for Dynamic Groups

e —
From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

Y S A ]

Ao+ 3 mA;] ~ [(Qo+ X, mQ)A+hC]

Forgery. A outputs d* = [d;"|d3"]" and M* = m; ... m}
such that d*TA’ = 0.
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Lattice-Based Group Signature for Dynamic Groups

From Static to Dynamic Our solution — Ingredients

Security proof of the Boyen signature

ol A ] A 1
T A miA] T [(Qo+ X mQi)A + hyC]

Forgery. A outputs d* = [d;"|d3"]" and M* = m; ... m}
such that d*TA’ = 0.
If hy» = 0, then

¢
(dfT +d37 (Qo + Z mei)) A = 0[q]
i=1

NV
valid SIS solution
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Lattice-Based Group Signature for Dynamic Groups

e
From Static to Dynamic our solution

Boyen's signature: the reduction aborts if C vanishes.
Bohl et al.: answer the request by “programming” the vector

T _ TT|— A -|
v =d T T s QA

T
— Z;T D.

In this request, a sum of two discrete gaussian is generated
differently from the real Join protocol.
= Not the same standard deviation.
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Lattice-Based Group Signature for Dynamic Groups

e
From Static to Dynamic our solution

Zj0,zj1,Z; € L™

Consequence.

{(zi,zi0,2Zi1)|zip <> Doy, 2i1 <= Doy, 2i = Zi0 + Zi1}
A

{(zi,zi0,zi1)|zi <= D¢y, zio < Dsy.zi1 =2z — Zio}
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Presentation
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Presentation

RIPIQ = Y oo
xeSupp(P)

m Measurement of the distance between two distributions
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Presentation

P a
RiFIO = | Y o
xeSupp(P)

m Measurement of the distance between two distributions
m Multiplicative instead of additive

m Probability preservation:

Q(A) = P(A)=1/R,(PIIQ)
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Hybrid argument:
Real game — Game 1 — Game 2 — Hard Game

'~ Hardness assumptions -
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Hybrid argument:
Real game — Game 1 — Game 2 — Hard Game

'~ Hardness assumptions -

Bound winning probability.
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Hybrid argument:
Real game — Game 1 — Game 2 — Hard Game

- Hardness assumptions -
Bound winning probability.

Can be done through probability preservation!
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Lattice-Based Group Signature for Dynamic Groups

E—
Rényi Divergence

Hybrid argument:
Real game — Game 1 — Game 2 — Hard Game

'~ Hardness assumptions -

Bound winning probability.
Can be done through probability preservation!

Recall

Q(A) = P(A)=1/R,(PIIQ)

PriW,] > Pr[Wil+1/R,(Game||Games)

For instance: Pr[W,] > Pr[W;]?/R.(Game;||Game,)
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Lattice-Based Group Signature for Dynamic Groups

Rényi Divergence
In Crypto

Consequence

Usually use statistical distance to measure distance between
probabilities.
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Rényi Divergence
In Crypto

Consequence

Usually use statistical distance to measure distance between
probabilities.

— In our setting, implies g ~ exp(A) (smudging)
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Lattice-Based Group Signature for Dynamic Groups

Rényi Divergence
In Crypto

Consequence

Usually use statistical distance to measure distance between
probabilities.

— In our setting, implies g ~ exp(A) (smudging)

— Higher cost compared to usual lattice-based crypto
parameters
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